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7R R 4T PE AR R R PT AR B ML SR R 8 48 %5 =t B (packet) 0 AT A ML IR R £ & = HA
& #f Pattern (4% B 88) °
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UDP#t & (Packet) °
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1. The Amount of Traffic(KERA B REKRE):
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2. A Number of Sessions( Kk & #8 #SessionsX #) :
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BEEFEEH - UDPE AW & &8 A £ R 8 (Sessions) BAA(TCPT AEBREE X) -
e > BZ%iER HPort Number ## & R ZE 4 &4 % (Sessions)’ @ T B » B
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FAEE EHihFEAE (R 0.25 #b) FRBERERE (& 1 %)
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%11 zoomIn (2 N) 2,390,917 Flows(Sessions)R&HF N &4 & » 40 @ T :
" Source Port 8 fa & — 18 Port # &~ — 4% » E #% Destination Port 48 f@ & — 1@ Port

HER AR — % 0 BZXZ 3t R 1E A B Port Number &8 8, & R # 4 & 42 8(Sessions) » B2 &
9T A B ® Source Port £123 Port Number MDestination Port #8 f@ & — 18 Port
L — BT UE B EXE R 80 Port BHE—#) S5 & NTP Attack ’
WA MK #E 3% DNS Attack e

No. Src IP Src Port Dst IP Dst Port Time duration Protocol Packets
1 140 197 4825 188.40.129.201 11268 |2014-05-27 04:54:57 --= 2014-05-27 04:54:57 Upp 1 1.46 KB (1,500)
2 140 197 4796 188.40.129.201 18142 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 UDp 1 1.46 KB (1,300)
3 140 197 4799 188.40.129.201 30463 |2014-05-27 04:54:57 --= 2014-05-27 04:54:57 UDP 1 1.46 KB (1,500)
4 140 197 4829 188.40.129.201 13292 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 uDP 1 1.46 KB (1,500)
5 140 197 4851 188.40.129.201 24937 |2014-05-27 04:54:57 --= 2014-05-27 04:54:57 Upp 1 1.46 KB (1,500)
5} 140 197 4850 188.40.129.201 28953 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDp 1 1.46 KB (1,300)
7 140 197 4841 188.40.129.201 1972 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 1,46 KB (1,500)
8 140 mNE 197 4859 188.40.129.201 1974 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 1.46 KB (1,500)
a 140 197 4867 188.40.129.201 18933 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 Upp 1 1.46 KB (1,500)
10 140EE WEY 197 4860 188.40.129.201 30567 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 Upp 1 11.46 KB (1,500
11 140 197 4870 188.40.129.201 32532 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 11,46 KB (1,500)
12 140 197 4872 188.40.129.201 17361 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 1.46 KB (1,500)
13 140 197 4854 188.40.129.201 8048 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 11,46 KB (1,500)
14 140 197 4865 188.40.129.201 13940 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 Upp 1 11.46 KB (1,500)
15 140 197 4862 188.40.129.201 6477 2014-05-27 04:54:57 --= 2014-05-27 04:54:57 Upp 1 1.46 KB (1,300)
16 140 197 4853 186.40.129.201 9064 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 uDP 1 1.46 KB (1,500)
17 140 197 4845 188.40.129.201 2871 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 1.46 KB (1,500)
18 140 197 4844 188.40.129.201 17302 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 UpDp 1 1.46 KB (1,500)
19 140 197 4848 188.40.129.201 28459 |2014-05-27 04:54:57 --= 2014-05-27 04:54:57 UDp 1 1.46 KB (1,500]
20 140 s 197 4858 188.40.129.201 15264 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 uDP 1 1.46 KB (1,500)
21 140 197 4863 188.40.129.201 12329 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 1.46 KB (1,500)
22 140 mmm s 197 4864 188.40.129.201 26468 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 Upp 1 1.46 KB (1,500)
23 140 197 4877 188.40.129.201 10963 |2014-05-27 04:54:57 -->= 2014-05-27 04:54:57 UDp 1 1.46 KB (1,500)
24 140 EH | 197 4875 188.40.129.201 1759 |2014-05-27 04:54:57 --= 2014-05-27 04:54:57 UDp 1 1,46 KB (1,500)
25 140 197 4886 188.40.129.201 10891 |2014-05-27 04:54:57 --=> 2014-05-27 04:54:57 uDP 1 11,46 KB (1,500)
26 140 197 4878 188.40.129.201 6895 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDP 1 11.46 KB (1,500)
27 140 197 4887 188.40.129.201 3486 2014-05-27 04:54:57 --> 2014-05-27 04:54:57 UDp 1 11,46 KB (1,500
28 140 197 4889 188.40.129.201 9236 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 Upp 1 11,46 KB (1,500)
29 140 197 1260 188.40.129.201 24567 |2014-05-27 04:54:17 --> 2014-05-27 04:54:57 UDP 2 12,93 KB (3,000)
30 140 197 4894 188.40.129.201 19868 |2014-05-27 04:54:57 --> 2014-05-27 04:54:57 uDP 1 11.46 KB (1,500)
6
DOS Attack

A A A B VB S MM A VS AN AR A A T AW A T W M M) W WS VAT
A WA A A A AV TEE M VSTV Ao A A AW AR AN VR WV B W Ay ()
Flows(Sessions) °

BEDOSBUSEHFE
E R
EEEFY: 2012/04/15 22 w B AT L &R ) Bk g 9 g R
#mET 100 - & {izht FRBR

4 wH C EECSV  E4 PDF

BASHERFR

12|15 16 17 18 19 20 21 22 23|

waseEk (1638650 0.5 #) BEHEEsGe S (3t 5 o9%)

No. Src [P Dst IF Flows Traffic Action
1 140. L74 113.107.174.140 |53.706,960 105.44 GB (113,210,001,216) (=31
2 140.: 238 113.107.174.140, ... 40,822,303 39.88 GB (42,820,331,950) BRER
3 140. L46 113.107.174.140 4,151,952 9.22 GB (9,895,736,448) BRES
4 140. 174 113.107.174.140 3,513.312 3.74 GB (4,018,589,312) BNi9
5 140. L14 113.107.174.140 2,535,480 1.97 GB (2,120,560,416) ER &R
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TP reflection Attacks

=2 = —_— 2 N 2
EFEEWF BT BEHEDEELE 123 RHE 140.XXX.XXX.2 K&
= El
192.99.18.64; Bt & NTP R 4t XK & -
J Control Panel List of Possible UDP Flood Attacks
SR Tuery Condition R
Dateﬁme:|2014p’03,119| Hour Core Switch:| Al v ReportTypeI Daily Vl
Top 1000 %]  [IDNS Lookup
Query ) Create CSV ) Create PDF
Events occur hours
e T e e L e ey WA T ea
Query Completed (Time used 0.5 Seconds) Data transfer completed (Total 411 Records)

No. Src IP Dst IP Flows Packets Traffic Action
1 140.77° "79.2 192.99.18.64 34 40,587,409 17.69 GB (18,994,907,412)  Block
2 1401 (W] 192.00.18.64 T 36,239,312 15.80 GB (16,959,098,016) | Block
3 140.1 173 5.79.64.226 26 17,255,000 7.52 GE (8,075,340,000) Block
4 140.1 173 83.96.166.77 26 4,630,100 2.02 GB (2,166,886,800) Block
5 140.. 9.2 83.96.166.77 25 4,318,800 1.88 GB (2,021,198,400) Block
6 140.; 9.2 5.79.64.226 23 13,650,000 5.5 GB (6,388,200,000) Block
7 140.. 9.2 72.20.54.45 23 18,362,145 8.00 GB (8,593,483,860) Block
UDP Flood 8 140.1° - .34 188.165.91.130 2 11,489,304 774,76 MB (812,299,772) | Block
+DOS Aftack a 140. 173 72.20.55.114 19 12,375,200 5,30 GB (5,791,503,600) Block
10 140. 173 37.59.26.201 19 16,823,400 7.33 GB (7,873,351,200) Block
e 11 140. 5.2 37.59.26.201 18 16,816,717 7.33 GB (7,870,223,556) Block
I kel 12 140, D2 72.2055.114 17 11,187,800 4.88 GB (5,235,800,400) Block
13 140. 173 176.31.213.84 17 8,301,000 3.62 GB (3,884,868,000) Block
14 140. 173 149.210.210.210 17 6,057,500 2,64 GB (2,834,910,000) Block
15 140, h.2 149.210.210.210 17 6,041,000 2,63 GB (2,827,188,000) Block

& 8

& P zoom In(% N) 34 Flows(Sessions) R&E N & 48 & - 49 & =~ ° Source Port

Z£123 Port Number ™ Destination Port &

v @

80 Port’ E st & B 18 NTP Attacks

GoBack Query Completed (Time used 14 Seconds) Data transfer completed
Mo Src IP Src Parc Det [P D=t Zort Time duration Frotoool  Fackets
1 140 i 123 =] 2014-03-18 22:43:39 > 2014-03-15 00:00:01 Lop 4431773
2 140 i 123 50 2014-03-19 00:00:01 - uop 1421700
3 140 2 123 =] 2014-03-19 00:05:25 --= 1014-03-12 LDpP 3000
q 140 .2 123 B0 2014-03-19 00:05:26 --= 2014-03-12 LDp 200
3 140 i 23 50 2014-03-19 00:05:26 > 5 uop 4428800
& 140 i 123 50 2014-03-19 00:22:22 > 2014-03-12 00:39:00 uop 4434300
7 140 2 123 50 2014-03-19 00:39:00 --> 2014-03-12 00:29:05 Lop 4428018
g 140 2 123 e =] 2014-03-19 00:59:06 > 2014-03-12 01:21:01 uop 2283205
3 140 2 123 162,951 50 2014-03-190c:21:01 - 2004-03-12 11oP 3233387
10 140 .2 123 192,001 =] 2014-03-19 02:53:01 --> 2014-03-12 Uop 2123500
11 140 o 123 102,00.1¢ 0 2014-03-19 02:25:02 - 2014-03-12 uop 2EV0E00
12 140 o 123 102.09.1 50 2014-03-19 02:57:03 > 2014-03-19 | uop 1427100
13 140 2 123 192,001 =] 2014-03-19 03:15:14 > 2014-03-12 03:15:15 uop 300
14 140 .2 123 192,001 =] 2014-03-1903:15:15 --> 2014-03-12 03:13:17 LUop 2300
13 140 i 123 102,001 =] 2014-03-1902:15:17 --> 2014-03-15 03:16:17 uop 0800
17 140 2 123 192.99.1 B0 2014-03-1903:16:17 - 1903:32:24 |UDP 1439126
17 140 2 123 192,001 50 2014-03-19 03:32:24 --> 2014-03-12 Lop 3900
14 140 i 123 iD2.00.1 =] 2014-03-19 02:32:27 = 2014-03-12 uop 400
19 140 2 12 102,00 =] 2014-03-19 02:32:27 - 2014-03-12 Lop 339500
20 140 2 123 192.09.1 =] 2014-03-19 03:38:06 > 2014-03-12 04: Uop 2179500
21 140 7 133 192,001 50 2014-03-19 04:03:11 --> 2014-03-12 04:03:11 Lop 300
22 140 .2 123 102,021 80 2014-03-19 04:03: 11 --> 2014-03-12 04:35:14 LDp 2205400
23 140 2 123 192,001 =] 2014-03-19 04:35:14 = 2014-03-12 0 uop 2500100
29 140 .2 123 192,001 50 2014-03-19 05:07:153 --> 2014-03-12 LUop 133200
23 140 .2 123 102,02 20 2014-03-19 05:09: 11 --> 2014-03-12 LDp 300
28 140 = 123 102,09, =] 2014-03-19 05:09:11 --> 2014-03-19 05:09:12 uop 300




A% :E2H (FM-1500A/800A)

s AR NRMAE P —H 2 - BB EHEYK sFlow B Netflow Z 37 & -

c BREARARM I XL ESUEWeD EAENT EEELETERARNERENERE
EREEMANE  ERMEZERE  THIREDAE -

s ZHZMET R BELH L3 Switch T ACL 4 > &% 10 6 L3 Switch % F8 B #8 X
2 xIp- ZHEERA Layer 3 Z # % % fi( Cisco, Foundry, Alcatel, Extreme ) °

s RIATHRELMHE BT ERBRNEEABERLAERKRNETSLZ  ARHEKRE
TALHEHBREUBECHEYBET Tl ARG EHFLENEMSGEELAHEARE
MEmEH o FRAABEEERERE AR — —FELEBEKREBREEESH -

e RIMFAE S T WIESZ KRB ZIPHAREL TR EFFEFAE 285/ > E 3R MHEMailild 5o
EEEZME  HTREOLENBFAEESRNER T BAEFAE ZIP-

e 3R M (E B Port Scan 2B #FHR 23 HE(NBAD) T K # 5K TACLZ Core
Switchf &) [ Ef 3k & R VBRIP4 <] 3% & Fr & FA B 2 85 R -

o 32 i {8 BISSH(Secure Shell) & RDP(Remote Desktop Protocol) & #& 1& 8 X & =
oh #8(NBAD) » 42t o A #% X FACL%|Core Switchf &) FE 87 X 8 R IRIPE o] [ &
Fir % FEL BT =2 BE R o

o R LG R DOS(Denial of Service) Attack » UDP Flood »DNS(Domain Naming
System) Attack * NTP (Network Time Protocol) Attackzk # {8 & 2/ & (NBAD) -
THRE LB AERN  FREBTR B RIRE N IP - FEETRERIRS IS IP > WA
|P ] 8% PELEf % = #& 22 K -

s RIS H I M IRAEATEERHMBR(E A B 85> %) MREHWE &
JoRiesh TR BH/BGBEANBTIEBME S o
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E AR R & &

Flowviewer Type FM-800A FM-1500A
ggﬁ??otﬂanagementfunction and current traffic W o
Netflow or sFlow traffic report Yes Yes
Worm Detection(NBAD) Yes Yes
Automatic block infected Ips from L3 Switch by ACL Yes Yes
SSH Password Guess Attacks Report Yes Yes
RDP Attack Report Yes Yes
Automatic block SSH Password Guess Attacks Yes Yes
Automatic block RDP Attacks Yes Yes
UDP Flood Attack Detection and DOS Attack Report Yes Yes
Automatic block UDP Flood Attack and DOS Attack v
Detection o s
Public Report(Hyperlinks) Yes Yes
DNS Attack Report Yes Yes
NTP Attack Report Yes Yes
Report of the statistical attack source Yes Yes
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32 R ~t Chassis: 2U rack height Depth: 24 inches (61 cm)
Height: 3.45 inches (8.67 cm) Weight: 41 Ibs. (18.5 kg)
Width: 17.4 inches (43.53 cm)

3515 Temperature, operating: 50° to 95°F (10° to 35°C)
Temperature, non-operating: -40° to 158°F (-40° to 70°C)
Humidity, non-operating: 95%
Operating humidity: 5-85%
Non-condensing at temperatures: 73° to 104°F (23° to 40°C)

#1E 72 % Embedded Linux operating system

212 Yy RN Web Ul, role-based management

EBEAN®E 1x10/100/1000 Base TX

W% R Inline mode

(Availability)

PR | Syears

(MTBF)

AR

Complies with RoHS Directive 2002/95/EC

HMBAERANE

Supports language: English, Traditional Chinese

RS Up to 1Gbps (FM-800A) ; Upto10Gbps (FM-1500A)
Z A% #E mg 2h 8 Unlimited
E iE BF R Less than 85 microseconds
iR E Real-time and historic traffic reporting; SSH password guess
attacks reporting; RDP attack reporting; UDP flood attacks
reporting; DOS attacks reporting; Worm attacks reporting; Port
scan reporting; DNS attacks reporting; NTP attacks reporting
R Inline, Receive Netflow; Inline, Generate Netflow itself; Listen,
Receive Netflow; Listen, Generate Netflow itself
BR B & #1 We do NOT use Signature database so we do not need to update
it.
i Fo E-mail
FM-800A FM-1500A
3215 A 16 GB 32GB
5P R 1x60 GB SSD drives *  1x60GB SSDdrives
2x3TB STAT drives in RAID 1 +  2x3TBSTAT drivesin RAID 1
NelEa 1 x AC power supplies; 520W max * 1xAC power supplies; 520W max
% ﬁ' {“ WE % continuous output continuous output
«  2x10/100/1000 Base TX «  2x10/100/1000 Base TX
ZFE‘] %% —E {]\ Bl ¢ 2xGigabit Ethernet 1000BASE : SX, ¢ 2xGigabit Ethernet 1000BASE :
850 nm SX, 850 nm
* 2x10 Gigabit Ethernet : SR Fiber
* Integrated hardware bypass * Integrated hardware bypass
Z{%] E% Bypass . Inte?nal “software” bypyass to pass . Inte?nal “software” bypyass to pass
traffic without inspection traffic without inspection
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